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[bookmark: _Toc126139326]DEFINITIONS 
For the purpose of this manual, unless the context indicates otherwise-
“Consent” means any voluntary, specific and informed expression of will in terms of which permission is given for the processing of personal information;
“Data subject” means the person whom personal information relates;
“Information Officer” of, or in relation to a –
(a) Public body means an information officer of a deputy information officer as contemplated in terms of section 1 or 17 or, 
(b) Private body means the head of a private body as contemplated in section 1 of the Promotion of Access to Information Act;
“Personal information” means information relating to an identifiable, living, natural person, and where it is applicable, an identifiable, existing juristic person, including but not limited to – 
(a) Information relating to race, gender, sex, pregnancy, marital status, nationality, ethnic or social origin, colour, sexual orientation, age, physical or mental health, well-being, disability, religion, conscience, belief, culture, language, and birth of the person;
(b) Information relating to the education or the medical, financial, criminal or employment history of the person;
(c) Any identifying number, symbol, email address, physical address, telephone number, location information, online identifier, or other particular assignment to the person;
(d) The personal opinions, views, or preferences of the person;
(e) The biometric information of the person;
(f) Correspondence sent by the person that is implicitly or explicitly of a private or confidential nature or further correspondence that would reveal the contents of the original correspondence;
(g) The views or opinions of another individual about the person; and 
(h) The name of the person if it appears with other personal information relating to the person or if the disclosure of the name itself would reveal information about the person; 
“Processing” means any operation of an activity or any set of operations, by automatic means, concerning personal information, including-
(a) The collection, receipt, recording, organization, collation, storage, updating, modification, retrieval, alteration, consultation, or use of personal information;
(b) Dissemination by means of transmission, distribution or making available in any other form; or
(c) Merging, linking, as well as restriction, degrading, erasure, or destruction of information;
“Public record” means a record that is accessible in the public domain, and which is in the possession of or under the control of a public body, whether or not it was created by that body;
“Responsible party” means a public or private body or any person which, alone or in conjunction with another, determines the purpose of and means for processing personal information. 






















1. [bookmark: _Toc126139327]LIST OF PERSONAL INFORMATION KEPT 
1.1 The municipality collects personal information for various reasons in order to fulfil its mandate as a government institution in terms of the Constitution of the Republic of South Africa. The residents expecting essential and other services from the municipality are obligated to share their personal information with the municipality as the withholding and/or refusal of personal information with the municipality may impact in the municipality’s ability to render effective and sufficient services.

1.2 Employees are also obligated to share their personal information with the municipality as it is needed for human resource management. 

1.3 Depending on the nature of the services required, the relationship between the individual and the municipality and the reasons why certain information is required, personal information that may be obtained includes but is not limited to:
(a) Qualifications
(b) Contact details
(c) Remuneration details
(d) Forenames and last names
(e) Identification or passport number
(f) Biometric or geographic information
(g) Demographic information such as age, gender, physical and postal address
(h) Medical information
(i) Declaration of interest
(j) Next of kin information
(k) Bidders’ information etc.
(l) Employment information
(m)  Ownership or rental information 
(n) Vehicle details i.e. vehicle number plate


2. [bookmark: _Toc126139328]COLLECTION OF PERSONAL INFORMATION
2.1 The municipality collects information to support its service delivery mandate. Personal information is collected directly from data subjects where practical and should be in compliance with POPIA.

2.2 Personal information may be collected through a variety of channels and may include the following:
· Surveys 
· Websites
· Building control
· Application forms
· Tenders and contracts
· Social media platforms 
· Town planning compliance
· Responding to questionnaires 
· Through third party service providers
· Through surveillance cameras (with facial recognition technology)
3. [bookmark: _Toc126139329]REASONS FOR KEEPING PERSONAL INFORMATION
The municipality may collect and process personal information for the following reasons:
· Disclosures 
· Audit reports 
· Debt recovery 
· Rendering accounts 
· Rendering accounts
· Registering of services 
· Reports to council on bad debt
· Closing agreements and contracts
· Security background checks (vetting)
· Community consultation and feedback 
· Process benefits i.e. medical aid and pension 
· Respond to inquiries, complaints and requests 
· Considering bids in terms of tenders and quotations 
· Communication, sending and sharing of important information
· Employment and remuneration and other human resources needs
· Maintaining the data base for essential services, indigent support, and housing 
· Understanding the needs and priorities of the community and other stakeholders 
4. [bookmark: _Toc126139330]UTILISATION OF PERSONAL INFORMATION 
The municipality will use personal information only for the intended purposes it was collected for unless the data subject grants consent for additional uses. 
5. [bookmark: _Toc126139331]SHARING OF PERSONAL INFORMATION
5.1 As a principle, the municipality shall only share personal information if the municipality has obtained consent from the data subject. 

5.2 Personal information may be shared with the indicated stakeholders and in the manner as follows:
· SARS
· Medical aid, pension funds
· Financial institutions for payments
· Financial institutions for remuneration purposes 
· Where necessary to comply with judicial proceedings and court orders
· Where consent in writing has been obtained from the data subject for sharing
· Business partners, vendors or contractors to provide the requested services or facilitate transactions
· In response to a request for information by a legitimate authority in accordance with, or required by any applicable law, regulation or legal process 
· protect the rights, property, or safety of the municipality or others, or as otherwise required by the applicable law. 
6. [bookmark: _Toc126139332]SAFEGUARDING OF PERSONAL INFORMATION 
a) [bookmark: _Toc126139333]The Municipality is committed to protect personal information form misuse, loss, theft, unauthorized access, modification, or disclosure by:
· Using electronic and physical defenses; and 
· Contractually requiring that third parties to whom personal information is disclosed to the same.
b) Due to the insecurity and breaches of online channels, the municipality cannot fully guarantee the security or interception from personal information that are being submitted or posted online.
c) The municipality have robust security controls and further threat detection solutions in place.
7. [bookmark: _Toc126139334]RETENTION OF PERSONAL INFORMATION
1. The municipality shall retain personal information for as long as it is necessary to fulfil the purposes for which it was collected and to comply with any legislative and or archive requirements where after it shall be deleted/disposed of. Depending on the purpose, retention periods shall vary.
1. The following criteria will determine retention periods:
1. legal or contractual, or other obligations to retain personal data;
1. data necessary for or as part of an investigation or for litigation purposes; and; 
1. in order to maintain accurate records, in line with relevant legislation.

8. [bookmark: _Toc126139335]DATA SUBJECTS RIGHTS TO ACCESS & MAINTENANCE OF PERSONAL INFORMATION 
1. The data subject may request the municipality to access, correct, update, block or delete personal information that the municipality holds, subject to the legislative requirements that make it compulsory for the municipality to keep such personal information.
1. The information officer will acknowledge receipt of any such request within three (3) days of date of submission.
1. Any such request will be dealt with by the information officer who shall respond within a reasonable period and later than thirty (30) days of the date of the request.
1. Where the municipality processes legally obtained personal information, the data subject may withdraw consent at any time for future processing.
1. The data subject may request access to, and correction of personal data which is held by the municipality at any time by submitting a written request to the designated information Officer.
1. The data subject may object to the processing of personal data at any time.
1. On any subject may object to the processing of personal information has been unlawfully processed and rights relating to protection of your personal information were violated or that personal information has been compromised, the data subject shall contact the information Officer and if not satisfied, may lodge a complaint with the information regulator.
1. In the event of an information breach that the municipality becomes aware of, the municipality shall notify the data subject.
1. The data subject may request the municipality to access, correct, update, block, or delete personal information that the municipality holds, subject to legislative requirements that make it compulsory for the municipality to keep such personal information.
1. The Information Officer will acknowledge receipt of any such request within three (3) days of the date of submission.
1. Any such request will be dealt with by the Information Officer who shall respond within a reasonable period and no later than thirty (30) days of the date of the request
1. Where the municipality processes legally obtained personal information, the data subject may withdraw consent any time for future processing.
1. The data subject may request access to, and correction of personal data which is held by the municipality at any time by submitting a written request to the designated Information Officer.
1. The data subject may object to the processing of personal data at any time.
1. On any suspicion that the personal data has been unlawfully processed and rights relating to protection of personal information were violated or that personal information has been compromised, the data subject shall contact the Information Officer and if not satisfied, May lodge a complaint with the Information Regulator.
1. In the event of an information breach that the municipality becomes aware of, the municipality shall notify the data subject.
9. [bookmark: _Toc126139336]OBJECTION TO PROCESSING PERSONAL INFORMATION
A data subject who wishes to object to the processing of personal information in terms of section 11(3)(a) of POPIA, must submit the objection to the responsible party on Form 1, as enclosed to this manual. The responsible party/ the municipality must render such reasonable assistance as is necessary, free of charge, to enable data subject to make an objection on Form 1.
10. [bookmark: _Toc126139337]REQUEST FOR CORRECTION/DELETION OF PERSONAL INFORMATION OR DESTRUCTION/DELETION OF RECORD OF PERSONAL INFORMATION.
10.1 A data subject who wishes to request a correction or deletion of personal information or the destruction or deletion of a record of personal information in terms of section 24(1) of POPIA must submit a request to the municipality on Form 2.
10.2 The municipality, or a designated person, must render such reasonable assistance, as necessary free of charge, to enable a data subject to complete Form 2
11. [bookmark: _Toc126139338]APPLICATION FOR ISSUING CODE OF CONDUCT
A private or public body which is sufficiently representative of any class of bodies, or of any industry, profession, or vocation that wishes to apply for the issuing of a code of conduct in terms of section 61 of POPIA, must submit an application to the Regulator on Form 3.
12. [bookmark: _Toc126139339]REQUEST FOR DATA SUBJECT’S CONSENT TO PROCESS PERSONAL INFORMATION
A responsible party who wishes to process personal information of a data subject for the purpose of direct marketing by electronic communication must in terms of section 69(2) POPIA, submit a request for written consent to that subject on Form 4
13. [bookmark: _Toc126139340]SUBMISSION OF COMPLAINTS
13.1 Any person who wishes to submit a complaint contemplated in section 74(1) of POPIA, must submit such complaint to the Regulator on Part 1 of Form 5
13.2 A responsible party, like the municipality, who wishes to submit a complaint, must submit such a complaint to the Regulator on Part II of Form 5
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